NHOOPMAIIMOHHASA TAMATKA
JJISA OBYYAIOIIUXCA AJ1AA PASMEIIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaX/bIM rofjoM MOMOAEXMN B UHTEPHETE CTAaHOBUTLCA GO/bLUE, a LUKOMIbHUKA OAHW K3
caMbIX aKTVBHbIX MO/b30BaTenell PyHeTa. Mexzay Tem, MOMMMO OFPOMHOFO KO/MYecTBa
BO3MOXKHOCTEM, UHTEPHET HeceT W Npo6/emMbl. ATa NaMsTKa [OMKHA NOMOYb Tebe Ge3onacHo
HAXOAUTLCS B CETU.

KomnbroTepHbie BUPYCHI

KOMMNbIOTEPHBI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbLIOTEPHBLIX MPOrpamMM, OTANYUTENLHOI
0COGEHHOCTbIO KOTOPOI SIBNSIETCS CMOCOGHOCTb K PasMHOXEHWIO. B A0MONHEHVE K 3TOMY,
BUPYCbl MOFYT MOBPEeAWUTb WM MOMHOCTbIO  YHUUTOXWTb BCe (haiiibl M AaHHbIe,
MOAKOHTPO/bHbIE MO/b30BATENH, OT MMEHU KOTOPOro Gblfa 3anylleHa 3apaeHHas nporpaMma,
a TaKKe MOBPeANTb WM [aXe YHUYTOXWTb OMEepaLMoHHYI CUCTEMY CO Bcemu (halinamm B
LienoM. B 60/1bLIMHCTBE CNy4YaeB PacnpoCTPaHSIOTCS BUPYChl YePe3 MHTEPHET.

MeTOAbl 3alWTbl OT BPEAOHOCHbIX MPOrpamm:

1. Vcnonb3yii COBpeMeHHbIe OMepaLMOHHbIE CUCTEMbI, MMEIOLLME Cepbe3Hblii YPOBEHb
3aLMTbl OT BPEAOHOCHbIX NPOrpaMm;

2. lMocTosHHO ycTaHaBnMBa NayTv (LUQpoBble 3aniaTkuv, KOTOpble aBTOMATWUYECKU
yCTaHaB/MBalOTCA C Lenbio  [opaboTKu nporpamMmbl) ¥ Apyrve OBGHOBNEHWUS  CBOEW
onepawMoHHOW cncTeMbl. CKaumBai UX TOMbKO € 0(hULManbHOTo caiTa paspabotyrka OC. Ecnm
CYLLLECTBYET PEXUM aBTOMATUYECKOI0 0OHOB/IEHUS, BKIHOUY €r0;

3. PaGoTali Ha CBOeM KOMMbIOTEPE MO/ MpaBamMu MONb30BATENs, a He afAMUHUCTPATOPA.
3T0 He MO3BONWT GONMBLUMHCTBY BPEAOHOCHbIX MPOrpaMM WHCTaN/IMPOBaThC Ha TBOEM
MEePCOHa/IbHOM KOMMbLIOTEPE;

4. /icnonb3yin aHTUBUPYCHblE MPOrpamMMHbIE NPOAYKTbl M3BECTHLIX MPOM3BOAUTENEN, C
aBTOMAaTUYECKMM OOHOBMEHVEM 0a3;

5. OrpaHuyb U3MYECKMiA JOCTYN K KOMMbIOTEPY A4S MOCTOPOHHMX NLL;

6. Vicnonb3yii BHELLHWE HOCUTENIN MH(opMaLMK, Takme Kak (ieLlka, AUCK Un gaiin u3
WHTEpHETAa, TO/bKO M3 NMPOBEPEHHBIX UCTOYHWKOB;

7. He 0TKpbIBali KOMMbIOTEPHbIE (haii/ibl, NONyYeHHbIE 13 HEHAAEXHbIX UCTOYHUKOB. [axe
Te (haiinbl, KOTOPble NPUCas TBOW 3HAKOMbIA. JTyudLle YTOUHW Y Hero, OTNPaB/SAN M OH Te6e nX.

Cerun WI-FI

Wi-Fi - 3T0 He B1f nepefayn faHHbIX, HE TEXHOOMA, a BCEro Nnilb bpeHa, mapka. Eue B
1991 rogy HupepnaHAckasd KomnaHus 3apeructpuposana 6peHg "WECA™, uTo 0603Hayano
cnosocoyeTaHue "Wireless Fidelity", KoTopblil nepeBoAnNTCS Kak "6ecnpoBogHas TOUHOCTb",

[o Hawero BpemeHM pfowna papyrasd abbpeBuaTypa, KOTOpas SBASETCS TaKOM >ke
TexHonoruen. 1o abbpesmatypa "Wi-Fi"'. Takoe Ha3BaHMe ObINO AaHO C HAMEKOM Ha CTaHAapT
BbICLLEV 3BYKOBOW TeXHWKM Hi-Fi, 4TO B NepeBofe 03HayaeT "BbICOKas TOYHOCTbL".



[a, 6ecnnatHbIi MHTEPHET-AOCTYN B Kae, OTeNsxX M asponoprax SABASETCA OT/IMYHOM
BO3MOXHOCTbIO BbIX0Ja B MHTEPHET. HO MHOrMe 3KCMepTbl CYATAKOT, YTO 00LLeaoCcTyrnHble Wi-
Fi ceTn He aBnatOTCA 6e30MacHbIMU.

CoBeTbl Mo 6e30MacHOCTX paboTbl B 06LWeA0CTYNHbIX ceTax Wi-fi:

1. He nepefaBaili CBOKW /IMYHYHO WH(OpMauMio 4epe3 obulepocTynHble Wi-Fi ceTu.
PaboTas B HUX, XenaTe/lbHO He BBOAUTbL Napo/v AOCTYNa, /IOMMHbI N KaKMe-T0 HOMepa;

2. Vicnonb3yit 1 06HOBNAW aHTMBMPYCHbIE MPOrpaMMbl M GpaHamayep. TeM CaMbiM Thl
o6e3onacuilb cebs OT 3aKayku BUpYyCca Ha TBOe YCTPOICTBO;

3. Mpu wucnonb3oBaHun Wi-Fi oTkmouM QyHKumMo "O6WwmiA  goctyn K daiinam wu
npuHTepam”. [daHHas (yHKUMSA 3aKpbiTa MO YMONYaHUIO, OfHAKO HEKOTOpble Mosb30BaTeNn
aKTUBUPYIOT ee Ana yA06CTBa 1CMO0/b30BaHNA B paboTe namn yyebe;

4. He wucnonb3yii ny6nuunbii WI-FI ans nepefayn NUYHbIX AaHHbIX, HanpuMep Ans
BbIX0/a B COLMaIbHbIE CETU UMW B 3/IEKTPOHHYIO MOYTY;,

5. Vcnonb3yin TONbKO 3allumiieHHoe coeduHeHue 4vepe3 HTTPS, a He HTTP, T.e. npu
Habope Be6-agpeca BBOAN MMeHHO "https://";

6. B Mo6bunbHOM TeneoHe oTKAOUM yHKUMIO "ToaknoveHne K Wi-Fi aBToMaTUyeckn™.
He fonyckail aBToMaT1yeCcKoro NogkoyeHms yctpoictea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnajnHble ceTH

CoumanbHbIE CETU aKTUBHO BXOASAT B HALLy XW3Hb, MHOTUE MHOAN PaBOoTal0T M XUBYT TaMm
MOCTOsIHHO, a B Facebook y»ke 3aperMcTpupoBaH MWUMMMApPA YENoBEK, UTO SBNSETCS OAHOVA
ceflbMoii Bcex >XuTeneldi nnaHeTbl. MHOrMe NoNb3oBaTesM He MOHMMAIOT, YTO MHGopMaLMs,
pa3MeLLeHHas UMK B COLMarbHbIX CETSX, MOXET BbiTb HalifleHa N UCMONb30BaHa KEM YrofHo, B
TOM umcre He 0653aTe/bHO C 61arMMmn HaMepeHUsMMN.

OCHOBHbIe COBETbI N0 6€30MacHOCTA B counasibHbIX CETAX:

1. OrpaHuMYb CNMUCOK Apy3eil. Y Tebsi B APY3bsIX HE AO/MKHO OblTb CAyYalHbIX W
HEe3HaKOMbIX NOAEN;

2. 3alMLLail CBOK YaCTHYHO XKU3Hb. He yKa3biBail naponn, TenedoHsbl, agpeca, AaTy TBOEro
POXAEHMA U APYTYH NNYHYIO MH(OPMaUMIo. 3M10YMbILUAEHHUKA MOTYT WMCNOMb30BaTh AaXe
MHOPMALMIO O TOM, KaK Tbl U TBOW POANTENN NNAHUPYETE NPOBECTU KAHUKYbI;

3. 3awyiali cBoK penyTauuio - JepXkn ee B UNCTOTe U 3aaaBali cebe BOMPOC: XOoTen 6Gbl
Thbl, UTOGbI APYrVe MOMbL30BATENM BUAENN, UTO Thi 3arpyXKaellb? Mogymaii, npexae Yem 4To-To
ony6n1KoBaTh, HaNMcaTb W 3arpy3uTh;

4. Ecnn Tbl TOBOPWLLb C NIIOABMM, KOTOPbIX He 3Haellib, He UCMOb3yli CBOe peasibHoe UMs
W APYTYH NIMYHYHO MHAOPMALMK: UMSI, MECTO XXUTE/NbCTBA, MECTO Yuebbl 1 Npouee;

5. N36eraii pasmeLleHuns goTtorpaduii B VIHTepHeTe, rae Tbl M306paXKeH Ha MECTHOCTU, NO
KOTOPOI MOXKHO OnpeseninTb TBOE MeCTOMOOXKEHNE;

6. Mpy perucTpauuu B COLUManbHOM CETM HEo6X0AMMO MCMO/b30BaTb C/OXHbIE NMapony,
COCTOSILLVE U3 BYKB 1 LGP M C KONMUYECTBOM 3HAKOB He MeHee 8;



7. Ona coumnanbHO ceTu, MoYTbl U APYrux CanToB HEOOXOAUMO WCMO/b30BaThb pasHble
naponu. Torga ecnu Tebs B3/I0MAKOT, TO 3/10YMbILLIEHHUKM NOTyYaT JOCTYN TONbKO K O4HOMY
MECTY, a He BO BCe cpasy.

3J'[eKTp()HHLIe JACHBI'H

ONEKTPOHHbIE [eHbIMN - 3TO O4YeHb YAO0OHBIA CNOCO6 MnaTeXxen, O0fHAKO CYyLEeCTBYHOT
MOLLEHHWKM, KOTOPble XOTAT NOMYYUTb 3T AEHLIN.

3}'IEKTpOHHbIe JEeHbI'n nosaABu/INCb COBCEM HedaBHO U MMEHHO WM3-3a 3TOro0 BO MHOIMX
rocygapcrtBax Ao CX nop He nporncaHo rnpo HKUX B 3aKOHax.

B Poccum e oHU (PYHKLMOHUPYIOT 11 0 HUX Y)Ke MPOMMUCaHO B 3aKOHE, FAe UX pasgenstor
Ha HECKO/bKO BU/O0B - aHOHWMHbIE 1 HE aHOHVMHbIE. PasHULA B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOpPbIX pa3speLLaeTcs MNpoBOAWUTL Onepauun 6e3  MAeHTU(MKaLMM nonb3oBaTens, a B
HeaHOHUMHbIX UAEHTU(NKALLMSA NO/Mb30BaTeNs ABNSETCS 06513aTeNbHOMA.

Takke CneayeT pasnnyaTb 3MEKTPOHHbIE (DMATHblE AEHbIM (PaBHbI FOCYAAPCTBEHHbLIM
Ba/IkOTaM) U 371IEKTPOHHbIE He(haTHble AeHbIM (He paBHbI FOCYAAPCTBEHHBIM Ba/llOTaMm).

OCHOBHble COBETbI M0 6e30nacHol paboTe C 31EKTPOHHbLIMU AeHbraMu:

1. MpuBsSXKKN K cYeTy MOOU/bHBIA TeneoH. 3TO caMblid YA06HbIN W ObICTPLIA CNOCO6
BOCCTAHOBUTb [OCTYN K cuyeTy. [puBsA3aHHbIA TeneoH MOMOXET, ecnn 3abygellb CBOM
NNaTeXHbI Napob MK 3ailfellb Ha CaliT C HE3HAKOMOr0 YCTPOCTBA;

2. Vicnonb3yit ogHopa3oBble Naponu. Mocne nepexofa Ha YCUNEHHY aBTopusauumio Tebe
y>Ke He 6y/1IeT YrpoXaTb ONAcHOCTb KPaXky UK Nepexsata NnaTexxHoro napons;

3. Bbibepn cnoxHbIi naponb. MpecTynHmukam OygeT He NpoCcTo yradaTb CNOXHbIA Naponb.
HazeXxHble naponu - aTo nNaponu, KOTOpble COAepXaT He MeHee 8 3HaKOB M BK/IKOYalOT B Cebs
CTPOYHbIE U MPOMUCHbIE OYKBbI, LM(PbI M HECKOMIbKO CMMBOJIOB, TaKMe Kak 3HaK [o/1apa,
(hyHTa, BOCKMLATENbHbIN 3HaK 1 T.N. Hanpumep, $tRONg!;;

4. He BBOAW CBOM IMYHbIE JaHHbIE Ha caliTaX, KOTOPbIM He A0BepsieLLb.
DJIeKTPOHHAA MOYTA

ANEeKTPOHHas MoyTa - 3TO TEXHOMOrMS U NPefoCTaBNseEMble €K YCNYrK MO Mepecbinke u
MONYYEHNIO 3/IEKTPOHHBLIX COOOBLLEHWIA, KOTOpble PacnpefenstoTcs B KOMMbIOTEPHON CeTu.
OO6bIY4HO  9MEKTPOHHbIA  MOYTOBbIA  AWWMK  BbIFNAAUT  Cnegylowmm  06pasom:
MMSi_NOMb30BaTens@umsa_foMeHa. Takke Kpome Mepefayn MpocTOro TeKCTa, WMEeeTcs
BO3MOXXHOCTb NepefasaTtb (haiinbl.

OCHOBHbIEe COBETbI N0 6€30MacHoi paboTe C 3N1eKTPOHHO NOYTOMN:

1. Hago BbIGpaTh NpaBW/bHbIA NOYTOBbIA CepBUC. B MHTEPHETE eCTb OFPOMHbIV BbIGOP
6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Nyulle A0BEPSTb TeM, KOr0O 3Haelllb 1 KTO MepBblil B
PENTUHTE;

2. He yka3blBall B /IMYHOM NOYTE JIMYHYIO MH(OPMaLMo. Hanpumep, nydile BblbpaTb
"My3blKa/IbHbIA_haHaT@" nnm "pok2013" BmecTo "Temal3™;



3. Ncnonb3yi 4BYX3TanHyt0 aBTopu3aumio. IT0 Korga NnoMUMO Napons HY>XXHO BBOAWTb
KoA, npucbinaemblii no SMS;

4. Bblbepn CNoXHbIA Naponb. [N Kax[oro no4vToBOro AlWMKa [O/MKeH OblTb CBOM
HaAEeXHbIiA, YCTONYMBLIA K B3/IOMY Naposb;

5. Ecnm ecTb BO3MOXHOCTb HanmucaTb CaMOMY CBOW /IMYHbIA BOMPOC, UCMOMb3Y 3Ty
BO3MOXXHOCTb;

6. Mcnonb3yih HECKONbKO MOYTOBbIX AWMKOB. [epBbll A1 YaCTHOW MNepernucky ¢
afpecatamu, KOTOPbIM Tbl [oBepsiellb. ITO 3/1eKTPOHHbIA afpec He HALO WMCMO/Mb30BaTb Npu
perncTpaumu Ha hopymax u camrax;

7. He oTKpbIBali haiinbl U ApYrie BNOXKEHMS B MUCbMaX, AaXe eCIM OHWU NPULLAN OT TBOUX
ApPY3€it. Jlydlle YyTOUHW Y HUX, OTTIPABASANM N1 OHW TeGe 3T (halinbl;

8. Mocne oKoHYaHUA paboTbl HA MOYTOBOM CepBUCE Mepes 3aKpbITEM BKIAAKW C CAanToOM
He 3a0y/b HaXXaTb Ha "BbIATK",

Ku6epOy/uiuHT WK BUPTYaJibHOE H3/1€BaTeJIbCTBO

KnbepbynnuHr - npecnefoBaHne COOOLLEHNAMU, COAEPXKALLMMMN OCKOPOIEHNSA, arpeccuio,
3anyruBaHue; XynnraHcTBo; coumanbHoe 60MKOTMPOBaHME C NOMOLLbIO Pa3/IMYHbIX UHTEPHET-
CepBUCOB.

OCHOBHbIe COBETbI N0 60pbbe C KN6epOyNNNHIOM:

1. He 6pocatics B 60i. JlyuLumin cnoco6: NocoBeTOBATLCA Kak Cebsl BECTU U, C/IN HET TOrO,
K KOMY MOXHO 06paTuTbC, TO BHayasie YCMNOKOWTbCS. ECAM Thl HayHewb OTBeYaTb
0CKOpO/IeHNAMM Ha OCKOPOB/IEHNS, TO TOMBKO eLLe 60/bLLE PAa3OXOKELLb KOH(INKT;

2. YnpaBnsi cBoei KnbeppenyTaumen;

3. AHOHMMHOCTb B CeTM MHMMas. CyLIECTBYIOT CMOCOObI BbIICHATb, KTO CTOMT 3a
AHOHVMHbIM aKKayHTOM;

4. He CTOMT BECTU XY/IMraHCKWN 06pa3 BUPTYa/IbHOW XM3HW. VIHTEepHET dumkcupyeTt Bee
TBOW [eWCTBMA U COXPaHSET UX. Y JainTb UX BYLeT KpaiHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOKO BUPTYaslbHYHO YeCTb CMOMOAY;

6. WrHopupyit eaMHWYHbIA HeraTue. OHOPa30Bble OCKOPOUTENbHbIE COOBLLEHMS Nyullle
MrHopupoBaTh. OGLIYHO arpeccyst NPEKPaLLAeTCs Ha HadalbHOM CTaauK;

7. BaH arpeccopa. B nporpammax 06MeHa MrHOBEHHbLIMU COOGLLUEHUSMM, B COLMabHbIX
CETSAX eCTb BO3MOXHOCTb 6/T0KMPOBKM OTMPaBKIM COOBLLIEHWIA C ONPeeNeHHbIX alpecoB;

8. Ecnm  Thl cBuaeTeNnb KubepbynnuHra. TBOM [eACTBUS:  BbICTYNWTb NPOTUB
npecnefoBaTens, MokasaTb €My, YTO €ro [AeicTBMSt OLEHMBAIOTCS HEraTMBHO, MOAAEPXKaTb
XXEPTBY, KOTOPO/ HyXKHa MCMXOMOryeckas MOMOLLb, COOOLMTL B3POC/LIM O  (haKTe
arpeccMBHOIO MOBEJEHUS B CETM.

MoOnJibHbII Tes1e)oH



CoBpeMeHHble CMapT(OHbI 1 NAAHLLIETbI COLEPXKAT B cebe BMNOJHE B3POC/bI (hyHKLMOHAN,
W Tenepb OHW MOrYT KOHKYPMPOBAaTb CO CTauMOHApHbIMW KOMMbloTepamu. OfHaKo, CPeAcTB
3aWmUTbl 418 NOLO6HBIX YCTPOWCTB MOKa O4YeHb Mano. TecTUpoBaHWeE M MOUCK YA3BUMOCTel B
HUX MPOUCXOAMUT He TaK WHTEHCWMBHO, Kak Ansd K, To e camoe KacaeTcsd M MOOMIIbHbIX
MPUNOXKEHWIA.

CoBpeMeHHble MOGU/bHbIE Gpay3epbl YXKe MPaKTUYECKU [OTHaIu HaCTOMbHble aHanoruy,
OflHaKO pacluMpeHne (yHKUMOHana BeyveT 3a CO6GOW 6GOMbLUY0 CMOXHOCTb U MEHbLLYHO
3aLLMLLIEHHOCTb.

[laneko He BCe NPOW3BOAWTENN BbIMYCKAOT OGHOBMIEHUS, 3aKPbIBAOLLME KPUTMYECKNE
YSI3BUMOCTY /11 CBOMX YCTPOIACTB.

OCHOBHbIe COBETbI 415t 6e30MacCHOCTV MOGU/ILHOTO TenedhoHa:

Huyero He sBNSieTCS NO-HACToOsLLEMY GecrnaTHbIM. Byab OCTOPOXKEH, BeAb Korfa Tebe
npeaniaraloT 6eCnNaTHbIA KOHTEHT, B HEM MOTYT GbITb CKPbITbI KAKME-TO NaTHbIE YCYTK;

[ymait, npexae yem otnpasnTb SMS, oTo 1 BAeo. Tbl TOYHO 3HaeLLb, Fae OHU 6yayT
B KOHEYHOM utore?

Heo6x041M0 06HOBNSATL OMEPaLMOHHYH0 CUCTEMY TBOErO CMapT(oHa;
Mcnonb3yii aHTUBMPYCHbIE MPOrpaMmbl Anst MOGUbHbIX TeNe(OHOB;

He 3arpyxail MpUNOXeHWs OT HEeU3BECTHOTO WCTOYHWMKA, BEflb OHU MOTYT COAEPXaTb
BPEAIOHOCHOE NPOrpamMMHoe o6ecreyeHue;

Mocne TOro Kak Tbl Bbliigewb C caliTa, A€ BBOAMA JIMYHYIO MH(OpMauuio, 3aiign B
HacTpoliku 6pay3epa 1 yaanu cookies;

Meprognyecku I'IpOBepFIIZ, KaKune naaTHble YCnyrmn aktmuBnupoBaHbl Ha TBOEM HOMEPE,

[aBali cBoli HoMep MO6GUNLHOTO TeneoHa TOMbKO NMHOASM, KOTOPbIX Tbl 3HaELb U KOMY
[0BepseLLb;

Bluetooth fomkeH ObITb BbIKNOYEH, KOrAa Thl UM He MOMb3yelbes. He 3abbiBail MHOr4a
NpPoBepPsATH 3TO.

Online urpsr

CoBpeMeHHble  OHMaWH-Urpbl - 3TO  KpacOuHble, 3aXBaTblBalOLUME Pa3B/eyeHus,
00bEANHSAIOLLME COTHU ThICAY YE/IOBEK MO BCEMY MUpPY. VIFPOKM MCCNeAYOT AaHHbIA UM Mup,
o6LatoTCs APYr C APYrOM, BbIMOMHAIOT 3a/jaHNs, CPAXKAOTC C MOHCTPAMM 1 MOMyYatoT OnbIT.
3a y[0BONMbCTBME OHWM NAATAT: MOKYNAKT AWCK, OMIauyMBatoT abOHEMEHT WM NPUOGPeTaroT
KaKu1e-To onuuu.

Bce 3Tm cpeactBa MAYT Ha MNOALEPXaHWe W pasBUTME UrPbl, a TaKkKe Ha camy
6e30MacHOCTb: COBEPLLEHCTBYIOTCA CUCTEMbl aBTOPM3aLMKM, BbIMYCKAOTCA HOBble NaTyu
(umndppoBble 3an1aTky 4718 NPorpaMm), 3aKpbIBatOTCS YA3BMMOCTM CEPBEPOB.

B I'IOAO6HbIX nrpax CToUT onacatbCA HE CTO/IbKO CBOWX COMEPHUKOB, CKOJIbKO KpadKn
TBOEro naposs, Ha KOTOpOM OCHOBaHa CMCTEMa aBTOpPM3aLnn 60/bLLUMHCTBA urp.



OCHOBHbIe COBETbI N0 6€30MacHOCTM TBOErO NrpoBOro akKayHTa.:

1. Ecnn gpyroii Urpok BedeT cebs NIoxXo AU co3aaeT Te6e HenpUsSTHOCTM, 3a6M10KMPYiA
ero B CMCKE UIrPOKOB;

2. I'I0>Kany|7|c;1 aAMUHNCTPATOPaM UTrpbl Ha MI0X0E NMOBEAEHNE 3TOI0 UTPOKa, XENaTe/IbHO
NPUNOXNTb KaKME-TO AOKa3aTeNbCTBa B BUAE CKPUHOB,

3. He ykasblBai1 M4HYt0 MHOPMaLUIo B Npodaiine urpbl;
4. YBaxkai Apyrux y4aCTHUKOB M0 UTpe;

5. He ycTaHaBnuBaii HeothuLmasibHble NaTyv v Mofpl;

6. icnonb3yin CNoXHble 1 pasHble Naponu,;

7. [axe BO BpeMms Urpbl He CTOWUT OTK/KOYaTb aHTMBMPYC. [OKa Tbl Urpaellb, TBOVA
KOMMbOTEP MOTYT 3apasuTh.

@OUIIMHT WIN Kpaka JUIHBIX JaHHBIX

OObIYHON KpaXel AeHer W [OKYMEHTOB CErofHs YXKe HUKOro He YAMBULb, HO C
Pa3BUTVEM  WHTEPHET-TEXHOMOMMIA  3/10YMbILLIEHHUKMA  MEPEMECTUINCG B WHTEPHET, U
MPOLO/MKAKOT 3aHUMATLCA "NMIOOMMbIM™ Le/I0M.

Tak nosiBAnacb HOBas Yrpo3a: MHTEPHET-MOLLUEHHUYECTBa WU (PULLMHE, FNaBHas Lefb
KOTOPOro COCTOMT B MOMYYeHUM KOH(MAEHUMANbHLIX AaHHbLIX M0/b30BaTeNen - NIOTMHOB U
naponen. Ha aHrnuMickom asbike phishing untaetca kak dmwmHr (o1 fishing - pbi6Has nosns,
password - naposnb).

OCHOBHbIe COBETbI N0 60pb6Ee C PULLMHIOM:

1. Cneay 3a CBOMM aKKayHTOM. EC/in Tbl MOI03PEBaeLLb, UTO TBOSI aHKeTa Oblfla B3/IOMaHa,
TO HEOGXOAMMO 3a6/10KMPOBATh €€ 1 COO6LLMTL aAMUHICTPATOPaM pecypca 06 3TOM Kak MOXHO
CKopee;

2. I/Icnonb3y|7| 6e3onacHble Be6-CaliTbl, B TOM YUCIE, NHTEPHET-MarasmHoB 1 MOUCKOBbLIX
CUCTEM;

3. Vcnonb3yli CNOXHbIE WU pasHble Naponu. Takum o6pa3om, ecnn TeGs B3NOMAlOT, TO
3/10YMbILLMIEHHWKM NOyYaT A0CTYM TOMbKO K OfIHOMY TBOEMY MPOI/II0 B CETU, @ HE KO BCEM;

4. Ecnn Tebs B3oMav, TO HEOOXOAMMO NpesynpeanTb BCeX CBOMX 3HAKOMbIX, KOTOpPbIe
f06aBnieHbl y Tebs B ApY3baX, 0 TOM, YTO Tebs B3/10Mav U, BO3MOXHO, OT TBOEro UMeHN byaet
paccbinaTbCs Cnam 1 CCbINIKU Ha (PULLMHIOBbIE CalTbI;

5. YcTaHoBW HagexHbl naponb (PIN) Ha MOGUNbHLIN TeNeqoH;
6. OTK/OUM COXpaHeHue napons B Gpaysepe;

7. He oTKpblIBaii (halinbl N apyrvie BNOXKEHWS B MUCbMAX, AaXe ec/i OHW NPULLIIKA OT TBOUX
ApY3€it. Jlydlle YyTOUHW Y HUX, OTNPABASAM N OHU TeGe 3TK (hainbl.

Hudposas penyranus



LingppoBas penyTtauus - 3TO HeratvMBHas WM NO3UTUBHaA WH(OpMaums B CETU O Tebe.
KomnpowmeTupytolias uHhopmauus, pasmelLleHHas B MHTEPHeTe, MOXET Cepbe3HbiM 06pa3oM
0TPa3nTbCA Ha TBOEN peanbHON XuM3HW. “Lindposas penytayms” - 3T0 TBON UMUK, KOTOPbINA
(hopmupyeTcs 13 MH(opMaLuy o Tebe B MHTEPHETE.

TBOE MECTO »XXUTeNbCTBA, y‘-IG6bI, TBOE (*)VIH&HCOBOG MO0XeHMe, 0CO6EHHOCTH XapaKTtepa n
paccKasbl O GM3KKX - BCE 3TO HaKan/MBaeTcs B CETU.

MHorue noapocTKN NErkKOMbIC/IEHHO OTHOCATCS K Ny6AuMKauyuu NUYHOW MHGpopMaumn B
NHTepHeTe, He MOHMMast BO3MOXHbIX MOCNeACTBUIA. Thbl laKe HE CMOXELLb [0rafaThCsi O TOM,
yTo hoTorpacvs, pasmeLlleHHas 5 neT Hasagl, cTana NPUUYNHOI 0TKa3a NPUHATL Te6s Ha PaboTy.

KommeHTapuu, pasMellieHne TBovX hoTorpadmii U gpyrue AeincTBust MOryT He UCUE3HYTb
[aXe Nocne Toro, Kak Tbl MX YAanuilb. Thl He 3Haellb, KTO COXPaHW/ 3Ty MH(hopMaL Mo, nonana
/N OHa B MOWCKOBblE CUCTEMbI M COXpaHWMacb N OHa, a FNaBHOE: YTO NoAgyMalT O Tebe
OKpY>XKatoLLMe Nioan, KOTopble HaligyT W yBUAAT 3T0. HaliTM MHADopMaLMi0 MHOFO NeT CnycTs
CMOXET N06OI - Kak 13 A06PbIX MOGYXKAEHWUN, TaK M C HAMEpPeHWeM NPUYUHWUTL Bped. ITO
MOXET 6bITb KTO YrOAHO.

OCHOBHble COBEeTbI M0 3aLiMTe L(POBOA penyTauum:

1. Mopymaii, npexae 4Yem 4TO-TO NMy6NMKOBaTb WM MepedasaTb y cebsi B 6nore unn B
coumanbHOW CeTu;

2. B HacTpoiikax npounsa ycTaHOBU OrpaHMYeHns Ha NPOCMOTP TBOEro npoguns n ero
COAEPXKMMOrO, Cfienai ero ToMbKo "ansa apysen”;

3. He pasmewiaii 1 He yKasblBail MHOPMaLMIO, KOTOpas MOXET KOro-mbo ockopbnsiTh
NN 06MXKarTb.

ABTOpCKOE IPaBo

CoBpeMEHHbIe LIKO/bHWKW - aKTMBHbIE M0/b30BaTeNN LM(POBOro npocTpaHcTea. OfHaKo
[ANeKo He BCE 3HAKT, YTO MO/b30BaHME MHOTMMM BO3MOXHOCTAMMW L(hpOBOro Mmpa TpebyeT
CO6/M0AEHNS NPaB Ha MHTENNEKTYaIbHYH COGCTBEHHOCTb.

TepMUH "MHTeNNeKTyanbHas COBCTBEHHOCTb" OTHOCUTCA K pas3/IMyHbIM TBOPEHUSM
4e/I0BEYECKOr0 YMa, HauMHasa C HOBbIX M300OPETEHWNIA N 3HAKOB, 0603HaYatOLLMX COBCTBEHHOCTb
Ha NPOAYKTbl W YCNYrW, W 3aKaHumBas KHuramu, @oTorpapusamn, KuHODUIbMaMKU W
MY3blKa/IbHbIMU MPOU3BEAEHUAMMU.

ABTOPCKME MpaBa - 3TO NpaBa Ha MHTENNEKTYaNbHY0 COGCTBEHHOCTb Ha MPOW3BEAEHNS
HayKW, NTepaTypbl N NCKYCCTBA. ABTOPCKME MpaBa BbICTYMatOT B KAQYECTBE FrapaHTUW TOro, YTO
VHTENNEKTYabHbI/TBOPUECKWIA TPy aBTopa He GyAeT HanpacHbIM, 4acT eMy CrpaBefvBble
BO3MOXKHOCTY 3apaboTaTb Ha pe3ynbTaTax CBOEro Tpyda, NonyyYnTb M3BECTHOCTb W MPU3HAHME.
HWKTO 6e3 paspeLleHuns aBTopa He MOXEeT BOCNPOW3BOANTL €ro Npou3BeaeHne, PacrpoCcTpaHATh,
Ny6/IMYHO [IEMOHCTPUPOBATL, MPOJaBaTh, MMMOPTMPOBATL, MyCKaTb B MPOKAaT, My6AMYHO
MCMO/HAT, NOKa3bIBATL/UCMONHATbL B 3(Mpe UK pasmellaTb B IHTepHeTe.

Vcnonb3oBaHWe "NUpaTCcKoro™ nporpaMmMHOro obecrneyeHUss MOXeT MPUBECTU K MHOIMMM
pUCKaM: OT MOTepW AaHHbIX K TBOMM akkKayHTaM [0 6/IOKMPOBKM TBOEro YCTPOWCTBA, rhe
yCTaHOB/IeHa HenerasibHas nporpamma. He cTouT Takxxe 3abbiBaTb, UTO CYLLECTBYIOT Jiera/ibHble
1 6ecnniaTHble NPOrpammMbl, KOTOPbIE MOXXHO HalTW B CETW.



O nopraJjie

CeTeBMYOK.ph - TBOM T[/aBHbIA COBETYMK B CeTW. 34eCb Tbl MOXEWb Y3HaTb O
6e30MacHOCTM B CETU MOHATHLIM U JOCTYMHbLIM S3bIKOM, a MPWY BOSHUKHOBEHWUW KPUTUYECKOW
cuTyauum obpatuTbCs 3a COBETOM. A TakXe MPUHATb y4acTue B KOHKypcax M CTaTb CamblM
LUMPPOBbIM rpaxaaHNHOM!



